
Centralized and Automated

THOR Scans at Scale

Centralized Security Orchestrating and Efficiency

ASGARD Management Center offers a powerful, intuitive solution for managing 

enterprise-wide THOR scans. With capabilities to configure, schedule, and oversee 

scans on up to 25,000 endpoints per instance, it scales to manage over 1 million 

endpoints through Master ASGARD. Efficiently integrate and manage your own 

Indicators of Compromise (IOC) and leverage robust response functionalities for 

comprehensive cybersecurity management. The intuitive interface allows you to 

execute complex response playbooks across up to one million endpoints from a 

single console.

Use Cases

Centralized THOR Scan 
Management

Configure, schedule, and control 

THOR scans on up to 25,000 

endpoints per instance, providing 

centralized management from a 

single console for all your 

endpoints.

Effective IOC Management

ASGARD Management Center 

enables efficient management and 

customization of IOCs and YARA 

rules. Integrate with a MISP 

platform to enhance investigative 

workflows. Apply both integrated 

and custom IOCs across all 

endpoints according to your needs.

Seamless SIEM Integration 

Automatically forward THOR 

results from ASGARD 

Management Center and ASGARD 

Analysis Cockpit to your SIEM

system. Enrich your SIEM with 

forensic artifacts for faster 

response.

Key Benefits

Large-Scale Incident Response

ASGARD Management Center is ideal for managing large-scale incidents. Its 

lightweight agents for Windows, Linux, and macOS streamline evidence collection.

Scans can be conducted automatically with an agent, or agentless and offline as 

needed. The platform includes a robust remote console for real-time investigations 

and file collection.

OT-Security
Integrate ASGARD Management Center with THOR Thunderstorm, an on-premise 

service capable of processing thousands of samples per minute. This integration 

ensures unified management of IT and OT environments. For critical ICS networks 

where traditional methods are impractical, THOR Thunderstorm simplifies file 

collection and submission. ASGARD Management Center also supports scanning 

restricted systems, including ESXi, Citrix, and OT environments.

Continuous Compromise Assessment
Perform thorough assessments to detect anomalies and suspicious activities. 

When combined with ASGARD Analysis Cockpit, which maintains a baseline of all 

scan results, ASGARD Management Center reduces the effort needed for 

compromise assessments. This facilitates efficient continuous assessment and 

significantly accelerates incident response.



Core Capabilities

Start the conversation today!

Custom IOCs and YARA Rules

Add and manage custom indicators, such as 

filenames, keywords, C2, or hashes, along with 

signatures from threat feeds and investigations.

Multiple Platform Agents

The ASGARD Agent supports Microsoft Windows, 

Linux and MacOS.

Custom Response Playbooks

Design and execute tailored response playbooks 

with up to 16 sequential steps, ensuring precise 

and effective incident handling.

Powerful API

The ASGARD API enables seamless integration 

with SOAR frameworks, SIEM systems, IOC feeds 

(e.g., MISP), and virtually any security 

infrastructure.

Flexible Scanning Options

In addition to the recommended ASGARD agent, 

supported scanning methods include THOR offline 

packages, multi-license generation, and agentless 

scanning via PowerShell scripts.

Remote Console

Access remote systems with the ASGARD 

Remote Console. Utilize PowerShell on 

Windows for complex scripting and a local 

shell on Linux or macOS. All sessions are 

recorded and replayable, ensuring complete 

transparency and traceability.

Dashboard

Provides detailed statistics for recent scans 

and advanced visualization of error handling, 

delivering clear insights and effective system 

performance monitoring.

Single System Live Forensics

ASGARD allows you to run a live forensics scan 

on any connected endpoint, providing a deeper 

analysis, saving analysts time and costs.

We detect hackers.
Over 500 Customers around the Globe
Trust Nextron Systems.

Whether you’re interested in a strategic conversation, compromise assessment, or 

technical demo, our team can’t wait to speak with you! Reach out to us directly at

info@nextron-systems.com

Learn more about the ASGARD Management Center and how it can 

work for your business at

www.nextron-systems.com/asgard-mc


